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is deemed to be very high and is creating 
a lot of press excitement. Mckinsey have 
stuck their neck out and suggested IoT 
will have a yearly economic impact of $3.9 
trillion to $11.1 trillion by 2025. (2)  

Should we get on-board this revolution? 
There are probably three questions worth 
asking when deciding if something needs 
an injection of IoT. Firstly will the ‘thing’ 
function longer? Getting the car or boiler 
serviced at the right time might save us all 
some hassle. Having a pair of trainers that 
know when to be replaced might save an 
injury. Secondly is there is an advantage 
to accessing the ‘thing’ remotely? The 
answer to this might change depending on 
terrain - is it too cold or too hot to service 
the device. Finally, will the ‘thing’ be more 
useful? Having the fridge alert me that I 
have run out of milk when I am the person 
who fi nished it in the fi rst places doesn’t 
seem useful. In equally unsure if having 
data from the trainers is useful. However 
there are lots of applications where the 
answer is yes. 

When the answer is yes and you have 
decided to create an IoT device then there 
are some clear stages for your project 
road-map.  

Kavita Kapoor MBCS asks what the internet of things is, what should we be making of it, and if its full 
potential can be realised.
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Gathering data 
The fi rst thing you can do is grab data 
from a current device. Data in it’s own 
right can improve business. GRT Gaz, 
the French Natural Gas Distribution fi rm, 
grouped together shock, vertical, and 
temperature sensors and paired it with a 
smart phone. They attached this to each of 
their gas markers out in remote 
countryside(3). When there is a storm they 
check all the devices remotely haven’t 
been blown over and fi x the ones that have 
more quickly. 

Alerts
Once you have fi gured out how to gather 
your data the next stage is Alerts. Rather 
than you checking the data the system lets 
you know. So those trainers may demand 
another workout or the medication cabinet 
might remind you about taking the 
next dose. 

After alerts we can move to the ‘crud’ 
stage. This is where you can remotely 
control the thing that once you would have 
to be in the same room to service. Your 
washing machine, co� ee machine and 
now your car can be requested to start 
remotely. Probably more useful for the 
car, but perhaps if you wouldn’t want your 

It is time to buy a new pair of trainers. Is 
it time for a pair of trainers that can send 
data about the distance covered to a cloud-
based app? Complete with motivational 
nudges, between workouts? Sounds great, 
but I can’t get the story of Petersen out of 
my head. He bought a pair of smart shoes. 
‘No matter how blind drunk you were, they 
could always get you home. But he got 
rattled one night in Oslo and woke up the 
next morning in Burma. Y’see, his shoes 
got bored going from his local to his fl at. 
They wanted to see the world’. Ok, this is 
a story from Red Dwarf. Broadcast way 
back in 1988. Thirty years later and we 
live in a world where we can buy smart 
phones, smart trainers, candles that can be 
controlled by a phone app (1) or a bed that 
messages when it is used irregularly! We 
call this the internet of things (IOT), but is 
the concept actually useful? What is going 
on beyond the hype?

The concept of IoT is to take everyday 
objects from industrial machines to 
things that we wear and build-in a sensor. 
This sensor gathers data and eventually 
performs an action based on rules. So as 
you can imagine the term IoT covers a vast 
array of di� erent devices. Which means the 
monetary value placed on new innovations 

AUGMENTING OUR WORLD 
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stranger could let me know which 
store it was in, using an app on her 
phone(6). Delighted by having my 
phone returned I am now freaked out 
about being tracked

• Fatal bugs. When we create great 
algorithms we also create complicated 
bugs. In the wrong device this bug 
could be fatal. This year we had the 
fi rst reported self-driving crash that 
fatally killed the driver. The car failed 

to recognise a large white 18-wheel 
truck and trailer crossing the highway 
and attempted to drive full speed 
under the trailer(7)

• Work, work, work. The automation 
of everything with IoT devices will 
see a radical change in the available 
employment for humans. No longer do 
we need humans to read gas meters, 
service a boiler or drive the bus
The European Union has drafted 
legislation to tax devices that replace 
human jobs(8). We are a long way o�  
from having the right legislation and a 
new employment structure for when 
IOT takes over everything. 

Augmenting our world
If IoT is just a matter of adding a sensor to 
a device, well then IoT is already 
operational and changing lives. However, 
for now it is all about adding a little more 
capability to existing devices. Keeping an 
edge over your competitor. Automating 
some things that are annoying to do. 
Like parking a car or putting away 
the trainers. 

As we see with many technologies the 
limitations will mean IoT will augment our 
world. There might be an IoT dystopian 
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trainers to take themselves out of storage 
and meet you at your door! 

Automated algorithms
Once you can turn a device on remotely 
the next stage is to teach it take decisions. 
This means applying some rules. Some 
rules are simple. Getting those trainers to 
turn the co� ee machine on as the trainers 
approaches the house after a run sounds 
great. Some rules are harder. Like when 

the automated car has to take evasive 
action and faces the choice of killing the 
driver or the pedestrian.

The fi nal stages currently being 
discussed are when one IOT device is 
setting the rules for another device. The 
car asking for the lights to turn green or 
the fridge, requesting a food, unlocks the 
house for the delivery to be made or those 
pesky trainers signing up for a race and 
creating a training schedule! 

Utopian future or crazy talk the 
technology is certainly starting to emerge. 
Whether it will happen depends on the 
various drawbacks of IOT; namely:

• Security. As soon as you give yourself 
access to start and stop a device over 
a public network then you give the 
ability to others. In September we saw 
Akamai (an internet content 
distribution network) struggle with one 
of the largest known DDOS attacks 
routed through insecure IoT devices 
such as cameras(4)

• Privacy is what ordinary 
consumers say they are worried about 
when polled(5). The other day I left my 
phone in a store and by knowing my 
email address a random 

future to contemplate. Error prone IoT’s 
decimating the world of work. The 
reality is probably a pair of trainers out in 
the garage spamming on all 
communication channels asking to go for 
a run.  

The term IoT covers a vast array of 
di� erent devices, which means the monetary 
value placed on new innovations is deemed to 
be very high and is creating a lot of press 
excitement.

About the author
Kavita is CEO of What’sMySize, a retail 
technology company interested in 
automated ecommerce. She is also a 
Trustee of the Core a Health charity 
that is currently running a series of IoT 
hack days with kids in Hackney, East 
London.  @kavitakapoor 
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With more insight, from the timing of 
visits to detailed customer segmentation, 
petrol retailers will be able to improve the 
way in which customers are attracted to 
forecourts. Taken to its logical extreme, 
retailers could combine number plate 
records already captured for security 
purposes with the purchasing habits 
of opted-in loyal customers to deliver 

IoT is not just about connected devices; it is about data and it will be those businesses that fi nd the right 
way to harness, analyse and monetise that data that will be the real winners in the IoT race.  So how can 
companies leverage this rich data source? Peter Ru�  ey, Chairman at Zizo, explains the importance of 
cloud analytics in gaining fast track access to the new IoT-enabled revenue streams.
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targeted o� ers and promotions in real 
time to mobile devices as they enter the 
forecourt store.

These new data sources are not all 
about the customer: petrol retailers can 
also use IoT connected sensors to track 
issues such as tank temperature which 
a� ects fuel volume – a temperature 
shift of one degree can result in under 

The internet of things (IoT) is exciting but 
simply adding sensors to every piece of 
equipment or every location, from shop 
fl oors to petrol pumps, is not going to 
change the world. While a predicted 20 
billion connected devices will be in place 
by 2020, how many businesses yet truly 
understand how this connected world will 
drive new value and create new revenue 
streams?

The IoT conundrum
It is hard to fi nd any piece of equipment 
that can’t be hooked up to the all-
consuming IoT. The problem is that while 
these devices are low cost, they are also 
low value unless organisations fi nd a way 
to capture and leverage the created data.  
And these devices, by their sheer number, 
are generating huge volumes of data.

How many organisations will have the 
required in house infrastructure to store 
or analyse this information? Or the people 
with the skills to determine how best to 
leverage this data to drive real business 
value? This IoT-enabled data revolution 
is not just about fi nding ways to drive 
business e�  ciency or improve customer 
service; it is about creating data streams 
that underpin new collaborative business 
models and can be actionably monetised.

There is a very real chance that SMEs, 
in particular, will miss out on the IoT gold 
rush simply due to a lack of infrastructure 
and skills.

Data driven experience
Of course, many organisations have been 
capturing machine data for years. Petrol 
stations, for example, have pump event 
logs that track every time a pump is 
picked up and how much fuel is used. Fuel, 
however, is just one part of the overall 
customer basket and represents a fraction 
of profi table revenue. It is the complete 
customer journey that is key – and linking 
pump activity to the rest of the customer 
basket can provide a chance to gain far 
more customer understanding and hence 
drive incremental sales. 

SHOW ME THE MONEY 
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o� ers a new revenue stream. Or consider 
a car park company using sensors to 
determine how many spaces are free – 
selling this information to retailers would 
enable the retailer to update customers 
coming in store for click and collect 
with the latest information on parking 
availability; an amazing extension of the 
customer experience.

Understanding value
Of course with so much potential IoT driven 
information and so many di� erent areas to 
explore, it is tough for companies to 
prioritise and understand how best to 
derive value from this data. IoT is not a 
magic bullet; nor is big data analytics. 
And only a tiny minority of the very 
largest companies can justify a 
multi-million pound investment in the 
infrastructure, tools and analytics skills 
required to understand and prioritise the 
new business opportunities.

And it is this understanding that is key: 
while it is simple to determine that Volvo 
would gain more value from monitoring the 

performance of individual components in 
order to suggest preventative maintenance 
rather than tracking a customer’s music 
habits, what about external data? 

Combining the fuel sensor with an 
external data feed from petrol forecourts 
will enable the manufacturer to alert the 
driver not only when fuel is due but the 
availability – or not - of fuel and distance 
to nearest forecourts. Add in loyalty 
schemes and o� ers that can be linked 
not just to individuals but also specifi c 
car manufacturers and marques, and the 
entire collaborative data model is both 
complex and exciting.

This is why the cloud analytics model 
is so compelling – from the investment 
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fi lling by several thousand litres over a 
year, representing a huge potential loss of 
revenue.

But this is just the start – it is the 
collaborative model that will drive the real 
incremental business value. This customer 
data is interesting not only to the petrol 
retailer but also to third parties. Selling this 
data back to petrol suppliers, for example, 

in secure cloud infrastructure globally 
to the creation of dedicated analytics 
tools designed specifi cally to handle 
and drive value from vast data volumes. 
Organisations now have the chance to 
embrace IoT and explore these new data 
resources with minimal investment – 
opting for a monthly fee model to gain 
access to both the technology and data 
experts required to help prioritise activity 
and identify new data driven data streams.

New data driven revenue streams
IoT is revolutionary, but not in the way 
perceived by many organisations today. 
According to Gartner, growing numbers of 
businesses will be able to use IoT 
analytics to drive signifi cant revenue 
streams. Organisations that have never 
considered the chance to monetise their 
data now have the opportunity to mine 
these rich new data seems. Indeed, many 
of what have traditionally been core 
business processes could soon be 
superseded in value by the monetisation of 
IoT provided information. 

The challenge for organisations is 
not simply slap sensors on every piece 
of equipment but to actively look at the 
new data streams that could be created 
and their potential value both within the 
business and to third parties. It is those 
companies that explore cloud analytics, 
which begin to think di� erently about the 
way data is used and actively embrace the 
new collaborative world that will gain huge 
potential value of IoT, from new business 
processes to entire new data driven 
revenue streams.

This IoT-enabled data revolution is not just 
about fi nding ways to drive business e�  ciency 
or improve customer service; it is about 
creating data streams that underpin new 
collaborative business models and can be 
actionably monetised.
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conduct 25 to 30 analyses. Using 30 billion 
pieces of data for each would clearly be 
expensive. Using a smaller sample of 
the data can save signifi cant amounts of 
money, and statistical methods show that 
these results are the same as if all the 
data sets were to be used. 

‘Cruising around internet of things data 
can be a very expensive business even in 
a cloud environment,’ said Kevin Barnes, 
a data scientist who has formerly worked 
for Sainsbury’s and Hitachi. ‘It is much 
better to refi ne your requirements and 
focus your attention with a meaningful 
sample of the data before diving into the 
great lake of data at your disposal.’

Existing statistical methods are just 
what data scientists need to understand 
how to approach big data: for example, 
one method is to sample small amounts, 
confi rm the analysis with another data 
sample, and use another data set to make 
predictions. By using sampling methods 
and existing sophisticated statistical 
packages, data can be reduced before 
analysing it. In the case of the 140 lorries, 
the data was reduced to 1/200th of its 

While the industrial internet of things can generate tons of data, it’s not cost-e� ective or necessary to 
analyse the whole of a data set to extract meaningful results. By using a suitable sample and statistical 
techniques, the resulting analysis can then be applied to the whole data set, making a signifi cant cost 
saving, explains Dick Boddy.
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original without any loss of information, 
using a method called autocorrelation.

Once the set data is reduced, the 
relationship analyses can start. The results 
of initial analyses prompt the choice of the 
next analyses. In research into the lorries, 
these explored the e� ect on mpg and 
emissions of such factors as speed, gear-
ratio, power-demand, engine temperature 
and their interactions.

There are various statistical methods 
that can be used to show relationships 
from data, all of them proven over the 
years. Sampling techniques are ideal to 
make IoT data more manageable and are 
suitable for use in industry, or in business-
-to-business, or business-to-consumer 
markets.

Technical drill down
Most large fl eets of lorries are using 
telemetry linked to their engine 
management systems and emissions with 
upwards of 100 channels outputting data. 
These channels can output parameters 
well known to the motorist such as 
e�  ciency (miles per gallon), acceleration, 
gear number and nitrogen gases (Nox) as 

Lots of companies - from electricity 
suppliers to space agencies - are already 
collecting huge amounts of data. That’s 
before the astronomical rise in big data 
predicted to accompany yet more 
connected ‘things’. For example, last year 
30 billion pieces of data were generated 
per day from a fl eet of 140 lorries that had 
telemetry linked to their engine 
management systems and emissions.

In such large data sets, there are usually 
only small amounts of information that 
would be useful to a particular piece of 
research. Furthermore, there is a risk that 
companies will collect data simply because 
they can, and without really knowing how 
to properly benefi t from it.

The trick is to extract the valuable 
information with minimum expense, which 
means not having to use all of it. While 
companies are attracted to the relatively 
cheap fees of storing big data in the cloud, 
they are likely to fi nd themselves facing 
fees that quickly mount up when they wish 
to start analysing the data. To establish a 
pattern in the data (such as the relationship 
between miles per gallon and engine 
performance), a company would need to 

DROWNING IN DATA 
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randomly-selected channels sampled 
every fi ve seconds.

The next step was to look at the 
parameters using the fi ve sample 
parameters selected, but with the data 
reduced to every fi fth second. The 
large number of engine management 
parameters was subject to factor analysis 
in which many parameters are reduced to 
a few factors with little loss of information. 
Each factor is formed from an equation 
linking highly correlated parameters. 

This showed the 96 engine management 
parameters could be reduced to seven 
factors, each of which was represented 
by one indicator parameter. This meant 
that with driver input, and environmental 
parameters, the total parameters were 
reduced to 14. The data had been reduced 
to 1/200 of its original without any loss 
of information.  
This reduced data set was the subject to 
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well as temperature, humidity and so on. 
There are many other parameters which 
are only of interest to those trying to 
optimise performance both of the engine 
and the driver.

For this research, data was collected 
every fi fth of a second on a fl eet of 140 
lorries, giving 30 billion pieces of data per 
day. The fi rst step in the analysis was to 
sample the data by randomly selecting one 
lorry on one day and then randomly 
selecting fi ve channels plus mpg, which is 
of primary importance. These were then 
analysed using autocorrelation – a typical 
plot is shown below. This shows the data 
was highly correlated for up to 30 readings 
and as such there is little value in 
collecting data more frequently than 
every fi ve seconds, a 25-fold reduction in 
data collection. Each of the fi ve channels 
sampled showed similar patterns as did 
a confi rmatory analysis using four more 

a number of statistical methods to fi nd a 
relationship between inputs such as mpg 
and Nox with engine performance factors 
and environmental parameters. Again, 
sampling was used to obtain suitable 
models that could be applied to the full 
fl eet of lorries.

About the author
Dick Boddy is the Managing Director of S4i 
– Statistics for Industry, which is present-
ing a course on Statistical Methods for Big 
Data Analysis on 7-10 March 2017. 
www.s4i. co.uk
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ad network in the world, makes its money.  
Employers seek this data to know more 
about their employees. The fi rst wave of 
employee ID badges, which also monitor 
heart and stress levels, are now on the 
market. Unhealthy employees are believed 
to be less productive than healthy ones, 
and these systems can be used to identify 
them. Many police forces are developing 
predictive policing systems, which seek to 
anticipate where future crimes will occur 
or predict which individuals are likely to 
commit them.

Such services will inevitably generate 
huge privacy debates and much 
controversy. There is a perception 
amongst many developers that IoT 
systems must reduce personal privacy in 
order to deliver services, but this is more 
a refl ection of current architectures than 
technical necessity. Privacy issues tend 
to occur where information is distributed 
beyond need or used without consent. 
Much of this depends on the architecture 
of the system. Just as some architectures 
make security easier than others, so some 
architectures are more privacy-preserving 
than others.  In fact, there is a strong 
connection between the two; the most 
privacy-preserving architectures tend to 

Brandt Dainow MBCS considers how privacy by design might be one way to allay the public’s justifi able 
concern about privacy issues surrounding the internet of things.
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be the most secure ones – privacy is about 
data access, and so is much of security.  

‘Privacy by Design’ is a philosophy 
which says that privacy issues are 
best tackled during the design stage, 
rather than after deployment. ‘Privacy 
by Design’ is popular and advocated 
widely by governments and industry.  
However, ‘Privacy by Design’ is not a set 
of developed practices so much as an 
approach. It is for us to work out what 
‘Privacy by Design’ means for those 
building IoT systems.

Marc Langheinrich’s ‘Principles of 
Privacy-Aware Ubiquitous Systems’ (1)  
provide four design principles for ‘Privacy 
by Design’ in IoT systems. Langheinrich is 
Associate Professor for Computer Science 
at the Università della Svizzera italiana 
(USI) in Lugarno, Switzerland, where he 
heads the Research Group for Ubiquitous 
Computing. He has a long history in 
designing privacy systems and was one 
of the authors of the W3C’s Platform for 
Privacy Preferences (P3P)(2). P3P enables 
browsers and web servers to compare 
data practices and negotiate access. The 
system was supported in some browsers 
when it fi rst emerged in 2002, but website 
owners resisted it and P3P was never 

IoT systems bring with them privacy issues 
on a scale which will make the current 
privacy debates look tame. Visions for the 
future of IoT typically see IoT devices 
passing sensor data to the cloud for 
processing, which then drives dynamic 
adaptations of the built environment to 
ever-changing user needs. Most of the 
uses people want to make of the IoT 
depend on 24x7 monitoring of everyone. 

Smart homes can’t do much if they don’t 
know where the people in the house are, 
what their habits are like, what they are 
currently saying, and what they are doing 
now and will do next. Smart cities similarly 
depend on a detailed knowledge of their 
citizens to manage smart city services 
such as waste, tra�  c, electricity and water.

This detailed knowledge of everyone is 
not only attractive to those who will use it 
to deliver essential services, but to many 
others as well.  Insurance companies 
are based on data analysis. It would be 
tremendously valuable to them if they 
knew what you ate, how much exercise you 
got, how much risk you were exposed to on 
travelling to work, and so on. Advertising is 
rapidly moving to a personalised system in 
which ad delivery is tuned to the individual. 
This is exactly how Facebook, the largest 

PRIVACY BY DESIGN 
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people to have multiple pseudonymous ID’s 
and so prevent aggregation of disparate 
activities by data brokers. EU and UK data 
regulations were updated to support such 
pseudonymity in 2015.

3. Proximity and locality
Don’t move data any further than 
necessary. Looking to a future in which 
people have many portable devices 
capable of recording their surroundings, 
IoT devices should only record their 
surroundings when the owner is nearby.  
The ‘Principle of Proximity’ dictates people 
should not be able to leave their devices 
to record data unseen and then return 
for them later. The ‘Principle of Locality’ 
means devices should not transmit data 
any further than absolutely necessary to 
fulfi l their functions. It also dictates that 
devices should not be able to communicate 
with each other unless there is a genuine 

need. For example, your IoT light socket 
shouldn’t be able to read your telephone’s 
contact list. In future smart cities, buildings 
should be designed to communicate anon-
ymous aggregated data to city systems, not 
the detailed movements of each individual.

Designing for locality signifi cantly 
improves security. If data is not being 
transmitted many security problems 
simply vanish. Similarly, if data is not 
linked to an identifi able individual, but 
only to a pseudonymous ID, unauthorised 
access has less potential for harm.  
Locality also means that data is not 
unnecessarily aggregated. Most privacy 
concerns centre around aggregated 
datasets. 

4. Collection and use limitation
Data collectors should only collect data for 
a specifi c purpose and not store it in case 
they want to use it in the future.  
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popular. While P3P is still used a little, 
Microsoft recently declared P3P obsolete 
and removed P3P support from 
Windows 10.

Langheinrich’s principles for ubiquitous 
systems
Langheinrich’s principles o� er a broad 
approach to system architecture aimed at 
ensuring privacy preservation is as simple 
and reliable as possible.  His approach 
avoids the traditional thin client-fat server 
IoT architecture and makes more use of 
the processing potential within IoT devices 
themselves.  His principles o� er basic 
guidelines which can be applied to any IoT 
development.

1. Notice and consent 
Don’t gather data about people without 
telling them. Systems like P3P provide a 
digital vocabulary which can be used to 

programmatically describe what data is 
being gathered, for what purpose and by 
whom.  Under data protection laws, this 
principle is a legal necessity. Consent 
means a system must allow someone to 
opt out of being recorded without 
denying service on a ‘take it or leave it’ 
basis. Thus, for example, buildings would 
need to disable tracking for some people 
and not simply refuse them entry.

2. Anonymity and pseudonymity
People must have the option to remain 
anonymous. However, some services are 
only possible if they know a user’s identity 
and history. The solution is pseudonymity, 
in which a person has a unique identifi er of 
some form, such as a cookie or RFID chip, 
but which contains no personally 
identifi able information and is 
discardable at any time. In order to prevent 
de-anonymisation, a system should permit 

They should collect only what data they 
need to fulfi l their task and nothing more. 
They should only keep data as long as is 
necessary to complete that task. 

While these appear primarily legislative 
principles, they can be embodied in 
technical design through the use of the 
earlier principles. For example, if data is 
stored in the user’s devices in accordance 
with the ‘Principle of Locality’, then the user 
can potentially impose usage and 
storage limitations themselves. Indeed, 
such a concept is behind the rise of 
personal data servers, such as HATDex 
(www.hatdex.org/), which stand between 
a user’s IoT devices and smart service 
providers.

Langheinrich’s principles, if 
implemented, would avoid many privacy 
concerns, enhance security and make 
many IoT systems easier to construct. They 
demonstrate that it is possible to design in 
a manner which enhances both security 
and privacy at the same time, while 
permitting the personalisation necessary 
for IoT to fulfi l its potential. They provide 
a set of ‘Privacy by Design’ principles 
which will appeal to advocates of such 
value-sensitive design approaches while 
providing concrete guidance for system 
architects.

People must have the option to remain 
anonymous. However, some services are only 
possible if they know a user’s identity and 
history. The solution is pseudonymity.
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technology provider eco-system - from 
semiconductor providers, software 
vendors, telecoms and platform providers 
as well as consultancies and developers.

It was formed after an eight-month 
consultation process involving industry, 
business and public sector stakeholder 
organisations and included a summit 
gathering at Bletchley Park - the home 
of the codebreakers - in May 2015. The 
main takeaways of the summit were that 
security vulnerabilities are widespread 
throughout the supply chain and that more 
needed to be done collectively to raise 
awareness and correct contemporary 
bad practices.

The sizeable challenge of IoT: 
Provenance
Many commentators view IoT as an 
extension to the machine-to-machine 
(M2M) paradigm and that involves 
signifi cantly more elements of unknown 
provenance - whether they are devices, 
networks or even humans. As many more 
consumers now have connected devices, 
bring your own device (disaster) or BYOD, 
o� ers convenience, but it creates a threat 
and mandates a change in security 

Today, the internet of things (IoT) is a slow-motion train-wreck in the making when it comes to security 
- but it doesn’t have to be. John Moor, Managing Director IoTSF and Jeremy Bennett, Chief Executive, 
Embecosm explain how they think it could be made safer for everyone.

Im
ag

e:
 iS

to
ck

.c
om

/c
ho

m
bo

sa
n

philosophy. There is a clear departure 
from a securing the perimeter approach 
as the notional perimeter is now poten-
tially very long and very porous. We need 
defence in depth and we need everyone to 
play an active role.

Addressing the security challenges
The future deployment of IoT systems 
will continue to have many suppliers, use 
cases and end user needs. Notionally, if 
you could stand at an end point of an IoT 
system and gaze back through all the 
development and supply chains, it would 
be dynamic and change 
complexion depending on where, and 
when, you looked.

Yet whilst complexity is our enemy, 
we also need to accept that cost is a 
challenge too. Solutions simply must be 
economically viable. So how is it possible 
to build integrity, at low cost, in such a 
dynamic eco-system?

The big idea at IoTSF is to make the 
supply chain of trust concept a reality. It 
has borrowed from proven principles - 
most notably defence in depth and the root 
of trust. It recognises that a 
multi-layered approach o� ers higher 

A solution for security that addresses the 
scale and scope of IoT is not easy to fi nd as 
systems usually entail ‘many moving parts’ 
(both fi guratively and literally). Yet doing 
nothing is not an option for the world. We 
simply cannot carry on creating 
vulnerabilities at the rate we currently are 
as the consequences are far greater than 
data breaches. Physical harm is a real 
possibility.

The good news is that a response is 
already underway by virtue of the Internet 
of Things Security Foundation (IoTSF). 
IoTSF is a collaborative organisation with 
a mission to make it safe to connect, both 
by raising the quality, and driving the 
pervasiveness, of security in IoT. If you’re 
involved in any part of the IoT technology 
lifecycle - including software development, 
hardware design or systems integration, 
we would like to encourage you to adopt 
our values of a security fi rst, fi t-for-
purpose and resilient approach to 
your activities.

Introducing the Internet of Things 
Security Foundation (IoTSF)
IoTSF was launched on September 23rd 
2015. Its founder members come from the 

IoT SECURITY FOUNDATION 
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have a group looking at that aspect.
But let’s start at the beginning. To create 

secure IoT products it is fundamentally 
important to have a security mindset and 
development methodology.

Case Study: Founder IoTSF member 
Embecosm
Embecosm develops free and open source 
compiler tool chains and silicon chip 
models, principally in the embedded space. 
As such Embecosm is a major provider 
to key players in the IoT space. For some 

customers, security of compiled code is a 
critical factor.

The compiler cannot automagically write 
secure code. However, it can play a vital 
role in helping the professional software 
engineer. This can take two forms: fi rst by 
warning if the programmer does not follow 
good practice rules for writing secure 
software; and secondly by automatically 
generating complex constructs that lead to 
more secure code. It is for this reason that 
Embecosm joined IoTSF from its inception 
as a founder member.

The academic link
The academic world is in many respects a 
long way ahead of industry in 
understanding how to write secure code. 
Embecosm is a partner with the EPSRC 
funded Leakage Aware Design Automation 
(LADA) project led by Prof Elisabeth 
Oswald and Dr Dan Page at the University 
of Bristol. This four year project aims to 
advance techniques to minimise 
information leakage, for use at all stages of 
design and implementation of systems. 
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levels of assurance, and specifi c trusted 
roots (in our case suppliers) o� er practical 
agents to establish better levels of 
confi dence.

IoTSF’s strategy is therefore to 
propagate fi t-for-purpose security thus 
sharing responsibility across suppliers. 
Each supplier should adopt appropriate 
best practices and ensure a duty of 
care is passed forward. This approach 
is holistic for suppliers (i.e will include 
business process as well as technical 
considerations) and system wide (i.e be 

applicable to each stage of a given supply 
chain). Oh, and it must be consumable and 
low cost too.

Initial focus and progress
IoTSF recognises that there are di� erent 
challenge sets across vertical markets and 
in the diversity of applications within them. 
Our acute concerns lie in the unregulated 
markets of consumer and home products 
as security is hugely variable and often 
driven by short-term profi t, which could 
manifest in longer-term issues. Security 
is di�  cult to retrofi t. To that end, we have 
established two working groups in this 
area; one group is looking at best practice 
guidelines for consumer products and the 
other is looking at suppliers’ self-
certifi cation.

We are also thinking about the upcoming 
challenges and have a group looking at 
IoT system architectures to help identify 
likely vulnerability points within typical 
architectures. We also see challenges in 
patching devices which have constrained 
resources - hence lifecycle resilience - and 

As industrial partner, Embecosm will 
take those ideas and implement them 
within standard compilers such as GCC and 
LLVM. The post-doctoral researcher on the 
project specialising in compiler aspects of 
the research will spend three months each 
summer as an intern with Embecosm. 

There is a real value in Embecosm being 
an open source company, because the 
implementations will be freely available, 
maximising the dissemination of the 
academic research.

The compiler as verifi er of good practice
A well-known way of attacking secure code 
is di� erential power analysis. Variation in 
power consumed by the processor can hint 
at which branch of code has been 
executed. It is thus very important that 
critical variables such as cryptographic 
keys are not used to control branches and 
loops. Knowing which branch has been 
taken or how many times a loop has 
executed, from analysis of power 
consumption will leak information about 
the key.

It is easy to tell the compiler about such 
critical variables. In C (the most widely 
used programming language in embedded 
systems), we can use an attribute.
int crypto_key __attribute ((critical_var));
If we subsequently user crypto_key to 
control a branch:
if ((crypto_key & 0x8000) == 0)
  ...
then the compiler can issue a warning.

It is unlikely a competent security 
professionally would write code as naively 
bad as this, but using the compiler allows 
us to warn of more subtle errors that might 
be spotted. For example, an alias for the 
critical variable.

int *ptr = &crypto_key;
...
int resid = *ptr < 0x20 ? 0 : 5;

The academic world is in many respects a 
long way ahead of industry in understanding 
how to write secure code. 
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The reason bit-splitting and duplication 
of code are interesting is that they both 
require the compiler to act counter to its 
normal behaviour. A modern compiler 
will deduce that bit-splitting code can be 
simplifi ed by putting the variable all in one 
place. Similarly duplicate instructions will 
be removed. It is not su�  cient just to turn 
o�  optimisation.

First, modern compilers do some 
optimisation even with optimisation 
disabled - something inherent when 
mapping between semantic models. 
Secondly, and far more relevant, 
most modern code cannot a� ord the 
performance and code size hit of turning 
o�  optimisation. The compiler must, 
therefore, provide a way of fl agging up 
particular code and/or variables not to be 
optimised.

What’s next for IoTSF?
Our fi rst milestones will be to deliver a 
fi rst release set of best practice guidelines 
and encourage industry to adopt them. 
However its unlikely to be a simple 
exercise so we will target leading 
suppliers and invite them to declare their 
integrity by adopting best practices. We 
will also be looking to increase 
participation from those adopting IoT 
technology. Afterall, it is both provider and 
consumer interests to be secure.

Then, we must look at applications 
beyond consumer applications and we 
will continue consulting our members and 
stakeholders to determine the next priority 
areas. Longer-term, we aim to make 
IoTSF the home for all matters related 
to IoT security. We will provide security 
stewardship with active programmes that 
has global impact. If this resonates with 
your interests we warmly invite you to 
join us.
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the IoT Security Foundation. John has 
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More generally the compiler can 
warn about critical variable dependent 
instruction timings or memory access, both 
of which can also leak information.

The compiler as security amanuensis
The compiler’s greatest strength is in 
improving the productivity of the 
experienced security programmer. Some 
of the options are trivial to implement, and 
indeed can already be found in compilers 
developed by Embecosm. These include 
techniques such as clearing the stack 
frame on function return or longjump 
(possibly to random values) to avoid 
leaving anything important lying around 
in memory.

More complex techniques include code 
shu�  ing, so that alternative fl ows are 
used for the same behaviour, balancing 
control-fl ow paths an o� ering multiple 
algorithms for the same function. All aimed 
at reducing information leakage from 
code fl ow.

Two techniques of particular interest 
are bit-slicing (where a critical variable is 
split up and stored in multiple locations, so 
it does not appear anywhere in a memory 
scan) and preservation of duplicate 
operations.

In bit-splitting, the code must pull the 
bits together whenever an operation is 
required on the critical variable and then 
write the individual bits back out. To do 
this by hand is tedious and error prone, but 
easy to set up in a compiler.

Duplication of code is used to protect 
against attacks where bright light or 
ionizing radiation is used to fl ip bits, in the 
hope of disrupting code fl ow and causing 
information to leak. Thus a variable will 
be assigned twice, so that even if the fi rst 
instruction is broken, the second will 
still work.
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development as a contributor to IoT 
commercial success. They are not only 
accepting, but are actively embracing the 
fact that IoT requires re-thinking – and 
in some cases, completely transforming 
– traditional development approaches. 
Processes and tools that might have been 
absolutely fi ne in the past may not cut it 
in an IoT-centric world, where the sheer 
volume of data generated, components 

involved (such as sensors), diversity of 
contributors internally and externally, and 
also very likely cloud delivery along the 
way… all these factors have taken the need 
for collaborative product development to a 
whole new level.  

Approaches that are being adopted 
by IoT pioneers include some that are 
already familiar in ‘mainstream’ software 
development, such as component 

Sven Erik Knop, Perforce Software, explains why getting the software development foundation right is of 
fundamental importance for long-term internet of things (IoT) success.
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based development (CBD), DevOps, 
infrastructure-as-code and using version 
management as the ‘hub’ to control 
all assets, not just code. This means 
that there is already a good bedrock of 
knowledge and experience on which the 
IoT community can draw. Let’s look at 
each of these ‘trends’ (for want of a better 
phrase) in turn and how they play in an IoT 
environment.

CBD, DevOps, agile and CD – benefi ts 
also bring challenges
CBD is not a new technology. It originated 
from manufacturing when makers 
realised that using prefabricated parts 
could speed up construction and improve 
quality. The same idea has been applied to 
software since the 1960s. In the IoT world 
CBD is a natural choice: IoT combines 
di� erent stacks of hardware and software 

While the IoT is arguably one of the most 
exciting evolutions in recent technology 
history, it certainly brings multiple 
challenges. Many of these have already 
been well publicised, particularly what 
can go wrong once an IoT project is in 
commercial production and deployment, 
including security and responsibility for 
malfunctions.

However, just as important is looking 
at the very starting point: namely, the 
software development processes that 
drive any IoT project from inception to 
completion. As well as making crucial 
di� erences in time to market, the software 
development is often where the seeds 
of future problems may inadvertently 
be sown, potentially leading to product 
problems or security issues down the line.   

Conversely, create a solid development 
foundation for an IoT product or service 
and you could make all the di� erence to its 
long-term evolution, including scalability, 
adaptability and robustness. 

Many organisations have already 
realised the importance of software 

SOFTWARE DEVELOPMENT AND THE IoT

Processes and tools that might have been 
absolutely fi ne in the past may not cut it in an 
IoT-centric world.
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involved, manual processing is just not 
going to cut it in the high-volume, fast-
moving IoT world, particularly when both 
software and hardware elements 
are involved. 

So, hand-in-hand with DevOps we 
are seeing adoption of infrastructure-
as-code (IaC). This virtualised approach 
is based on the concept that the way 
software applications are executed – all 
those communications services, memory, 
network interfaces and processors 
– are governed by software-defi ned 
confi gurations, usually as structured XML 
or plain text fi les. The net benefi t is that 

automation is achieved, plus because these 
formats are easy for us humans – not just 
the machines – to understand. It’s also 
known territory to both development and 
operations professionals, who have been 
using these fi le formats for years, so there 
is a degree of ‘comfort zone’ here.

But this leads us to the next challenge: 
DevOps and IaC may be a great idea, 
but they still need to be managed, in 
terms of visibility of changes being 
made, particularly with IoT, where 
multiple contributors and teams, often 
spread across the world across di� erent 
organisations, are often involved.
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together, from chipsets and sensors to 
fi rmware, drivers, network stacks 
and graphics.

CBD certainly brings its own 
challenges, from keeping track of all 
the fi les and documents that go into a 
product to assembling and confi guring 
all the di� erent parts in a way that can 
be reproduced at any point in time for 
investigations of problems and bug fi xes.

DevOps hardly needs any introduction, 
but as a brief reminder, it is all about 
bridging the traditional gap between 
development and operations teams, to 
help them work in a more transparent 

and collaborative way (rather than the old 
school ‘them and us’ mentality), all with 
the aim of bringing projects and products 
to fruition more quickly. It’s also a perfect 
complement to other approaches, notably 
agile and continuous development (CD). At 
the core of all of these is the shared goal of 
getting products or services ‘out there’ as 
fast and e�  ciently as possible.  

However, in the IoT environment, 
DevOps – whether in combination with 
agile and CD or not - means having to be 
able to spin up servers to host applications 
quickly, which means a lot of automation 
is required. However skilled the teams 

Version control as the hub
Enter another familiar tool: version 
management or version control, which can 
be used to track people and actions, 
giving everyone who requires it a clear 
view into who has done what, where, when 
and how, without compromising anyone’s 
work. For instance, the security guys 
control encryption and port access, while 
software developers check in code, while 
design engineers upload CAD drawings and 
so on.  

There are a few ‘buyer beware’ aspects’ 
of which to be aware: the version control 
system must be able to recognise and 
handle non-binary assets, from multiple 
sources and in a variety of formats. The 
version control system must also enable 
engineers to store components and create 
and retrieve di� erent confi gurations. If IaC 
is involved, then assets will also include 
fi les that defi ne di� erent aspects of the 
system too. Given that many IoT projects 
are in highly monitored or regulated 
industries (such as medical devices and 
automobiles), then the version control 
system must be able to provide an 
immutable audit trail of all changes and 
activities to a design project, right from the 
very beginning.  

Something else that’s potentially very 
useful in the IoT environment is the 
adoption of hybrid version control systems, 
which overcome some of the issues that 
organisations may have experienced with 
centralised systems or distributed systems 
(the former not popular with developers 
who like to work in isolation, the latter 
not popular with organisations who are 
frustrated by the lack of visibility and 
control that approach can entail).  

DevOps and IaC may be a great idea, but they 
still need to be managed, in terms of 
visibility of changes being made, particularly 
with IoT, where multiple contributors and 
teams, often spread across the world across 
di� erent organisations, are often involved.
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from streaming television, through 
social media and mobile applications, 
the sheer volume of equipment steadily 
rises. Whether there’s a clear correlation 
between a country’s GDP performance and 
the investments made in ICT can best be 
answered by economists. Another subject 
for another day!

To set the record straight, the IoT 
is not new; it’s not new in the sense 
that the basic building block of the IoT, 
analogue sensors and actuators, were 
fi rst developed and used commercially 
back in the mid-19th century. As early as 
1839 the French physicist A.E. Bacquerel 
began electronic sensing of the world 
through discovering the photovoltaic 
e� ect. Analogue sensors continue to 
be widely used globally on a daily basis 
across multiple industries, with their 
digital cousins emerging into the world 
by courtesy of Intel in the 1970’s. The 
conduit which enables their data to fl ow 
can also trace its lineage back to the late 
1960’s with the commercialisation of 
Arpanet; and subsequent transformation 
into the internet. As for protocols providing 
the set of rules for the movement and 
management of data, TCP/IP and other 

Richard Lanyon-Hogg FBCS, BCS Green IT Specialist Group, examines whether the internet of things (IoT) 
o� ers the potential to bring about a sustainable improvement in the environmental footprint of 
information and communication technology (ICT). Can the IoT make ICT green?
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standards have been ‘open source’ for 
several decades.  

What is new, is that we’ve reached an 
infl ection point where all these 
constituent technologies and tools 
(sensors, the internet, edge computing, 
cloud and fog computing, the analytic 
and display tools to make sense of data 
in motion and data at rest, etc.) can now 
‘snap together’ to form a complete end-to-
end service or capability, whether that’s 
for an industry or an individual. The 
analogy it conjures in my mind is that of 
a jig-saw. For several years we’ve had 
all the pieces, we’ve seen the picture 
of what the puzzle can become; but 
we’d yet to assemble and deliver it as a 
complete commodity service thus enabling 
widespread and accelerating adoption.

Now we observe the marketing and 
communication departments of companies 
from far and wide going into overdrive as 
to the potential IoT o� ers; their images 
are numerous and the messages and 
promises are bewildering. A clustering 
of thoughts within and across industry 
sectors is now emerging, Industry 4.0 
being an example of the application of IoT 
across engineering, manufacturing, retail, 

Studies undertaken by members of the 
BCS Green ICT Specialist Group indicate 
that somewhere in the order of 15 per cent 
of UK electricity [1] is consumed, either 
directly or indirectly, by the ICT equipment 
in our workplaces, homes and the 
communities we inhabit; from the smallest 
devices to the cavernous data centres 
dotted around our towns and cities. 

The often quoted fi gure of the UK’s 
Carbon Dioxide (CO2) emissions arising 
from the electrical consumption of all the 
ICT equipment in use, commercially and 
in the home, is two per cent. This myth 
needs correcting; fi gures calculated by 
the BCS Green IT Specialist Group suggest 
the UK CO2 emission from ICT use to be 
signifi cantly higher at 6.38 per cent. For 
other developed Western nations, similar 
discrepancies may exist creating a false 
sense of the environmental impact from 
ICT usage. Specifi c to data centres, recent 
research [2] indicates the growth of energy 
consumption to possibly expand by a factor 
of three times over the short-term. To 
bring about a downward pressure on ICT 
electrical consumption, you can invest in 
new more energy e�  cient technologies; 
but as the growth of ICT services continues, 

THE GREENING OF ICT? 
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measureable environmental improvements 
not been seen?

Could it be Ignorance?  If it is, here 
ignorance isn’t bliss. It is not the ‘unknown 
unknowns’ that catch people out; but the 
truths we hold to be self-evident that turn 
out to be completely wrong. I realise this is 
a strong statement; but we’re encouraged, 
persuaded or driven (sometimes coerced) 
by the industry to behave in a particular 
way. On many issues, the gap between the 
perception and reality is very wide; as our 
investigations on electrical consumption 
have highlighted, e.g. in matching actual 
energy consumptions of devices in use 
with the manufacturers ‘faceplate’ fi gures.

Although the Energy Star scheme goes 
someway to addressing actual in-use 
scenarios these are still ‘artifi cial’, perhaps 

in a way analogous to the diesel fuel 
consumption and emission testing, let’s 
hope that energy star ratings are not so far 
wide of the mark as those for certain diesel 
car manufacturers have proved to be.

Consider also population. Of the many 
factors that result in environmental 
degradation, population (quantity and 
density) is clearly pivotal; population 
density plays a particular role in shaping 
the socio-economic environment in which 
we live, e.g. in our cities, where Smart City 
IoT initiatives are becoming a necessity for 
a cleaner healthier living. 

However, the IoT does present an 
opportunity to better educate us as to our 
behaviours and how technology a� ects the 
environment; but I suspect that if this in 
anyway hampers the commercial selling 
of technology and services, positioning 
statements will emerge from the industry 
which will su� ocate the 
environmental facts.
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fi nancial services and health care.
Is the underlying ICT green? The short 

answer is no. For the build phase of 
any piece of ICT equipment, consider 
the environmental impacts associated 
with the extraction and refi ning of the 
resources required to manufacture all 
the components; consider especially the 
resulting greenhouse gasses. And for the 
use phase, whether a smart watch, phone 
or SatNav, all are liberally sprinkled with 
sensors; consider the fossil fuels required 
to power the applications and services 
consumed, the metals and plastics to build 
them and their batteries.  

So is IoT green? Of itself, no; but it does 
o� er the opportunity to better inform 
and thereby to educate us about the 
impact our lifestyle and our resulting 
decisions are having on the environment. 
IoT o� ers new solutions to balance and 
maybe even reduce that impact through 
the more timely and comprehensive 
view of situations, thereby enabling us to 
make more environmentally aware and 
sustainable decisions.

A visit to Hut 24 at the National Museum 
of Computing, Bletchley Park serves as 
a stark warning on the sheer volume of 
discarded ICT equipment ejected from 
operational use over many decades; 
cold ICT carcasses containing precious 
earthly resources. And as we approach 
the environmental limits of our resource 
use far more rapidly than the physical 
limits, a recurring issue within the Green 
IT Specialist Group is that of how to expose 
the environmental impacts of the ICT we 
now all use in our daily lives so that we can 
make more informed decisions. 

There have been huge improvements 
within the ICT industry as to the levels of 
recycling, energy and resource e�  ciency 
adopted in products and services. But 
it is not clear whether these changes, 
alongside the wider reductions from the 
more informed and smarter decisions 
ICT enables us to take, are enabling us to 
‘balance the books’. 

Given the many years the wider 
community have been informed as to the 
sustainability challenges and opportunities 
surrounding ICT, why have broad 

Then clearly, and more worrying is the 
possibility that people will move to a point 
where they simply do not trust o�  cial 
numbers. This probably points to the 
di�  culty facing mainstream environmental 
evangelists and politicians whereby 
reasoned presentation of the facts doesn’t 
help since the source of the information, 
whether it is the government, research or 
mainstream media, becomes (and may 
always) be suspect. The fi gures fl oating 
around in the Brexit campaign have done 
us no favours here! 

The green opportunity for IoT to 
‘environmentally’ balance the books lies 
in its potential to reduce our non-ICT 
carbon footprint: from improvement in 
household heating e�  ciency, transport 
and logistics, through to a national smart 

grid adapting peak production of national 
power. There are new openings if industry 
and society will accept the challenge and 
the changes it may impose. As a society we 
are being challenged, and it’s a challenge 
we must rise to if we are to live within our 
environmental means. Education should 
help in the long-term; until then we’ll have 
to deal with the ICT industry and public as 
they are, and not how we might like them 
to be.

So expect to see an acceleration of IoT 
services and products, and don’t be lulled 
into thinking that this new generation of the 
ICT industry isn’t accelerating the resource 
depletion of our home.
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For the build phase of any piece of ICT 
equipment, consider the environmental 
impacts associated with the extraction and 
refi ning of the resources required to 
manufacture all the components; consider 
especially the resulting greenhouse gasses. 
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e� ectively at platform design and 
development stage.
By Chris Preimesberger
Source: eWeek, October 2016 

Future thinking
According to Gartner, IoT technology is 
about to drop down into the trough of 
disillusionment with practical mainstream 
IoT applications being fi ve to ten years 
away. In business, IoT is still in its infancy 
but the writer of this article suggests there 
is a feeling that smart IoT investment can 
make a di� erence. For example, secure 
IoT monitoring would reduce the need for 
human intervention in keeping a food 
company’s freezers at a certain 
temperature. 

Many believe that the game changer for 
fi nancial directors will be relatively cheap 
sensors, which will then make it possible 
to measure in more detail, in order to 
pinpoint the highest energy use or greatest 
emission level. 
By: Christian Doherty
Source: Financial Director, summer 2016 

Innovation drives internet of things 
deployments

many of the building blocks are already 
in place and just need assembling like a 
jigsaw puzzle. The article looks at three 
common ambitions – a self-serve product, 
robotisation, and an external facing IoT 
capability. The writer says the starting 
point should be what gives the best return 
on investment, and it’s good to move in 
small steps. She puts forward a three-
stage plan to assemble the jigsaw to reach 
industry 4.0 and the IoT. 
By Cathie Hall, K3 Syspro
Source: Works Management, September 
2016

Eight steps to accelerating IoT adoption 
for an enterprise
To make sure their IoT projects succeed, 
this writer believes they need to consider 
multiple factors. In this article he 
highlights eight best practices, which 
include: the selection of a future-proof 
standard IoT platform; a thorough analysis 
of an application at the earliest stages of 
the design process to ensure that right 
technology choices are made and products 
are brought to the market as soon as 
possible; and the importance of 
addressing security and privacy concerns 

EBSCO articles

Speed bumps on the road to IoT adoption
The issues that will have an impact on the 
rate of adoption of IoT by companies in 
the UK are explored in this article, which 
is based on survey results. The perceived 
benefi ts of the IoT by survey respondents 
include: transparency; ability to respond 
immediately to events as they happen; 
better operational e�  ciency; and improved 
reliability. The variety of responses 
suggests that there is not one ‘killer app’ 
that would lead its adoption. The shortage 
of real-world IoT case studies, 
interoperability, and security and privacy 
remain concerns. The survey suggests that 
adoption is higher in business and 
professional services, manufacturing,
engineering, and telecoms and technology.
By John Leonard
Source: Computing, May 2016

Eating the elephant: making a start with 
industry 4.0
Embracing industry 4.0 and the IoT can 
seem daunting to manufacturers but this 
article claims that the route there is 
quicker and easier than many realise, as 

WHAT THE ANALYSTS SAY
A version of these resources with live web links is available for BCS members in the 
Member Secure Area.
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tsunami monitoring.
By Rob Goodier, editor of 
Engineeringforchange.com
Source: Mechanical Engineering, September 
2016

IoT start-ups join London bootcamp
Ten IoT start-ups have been selected to join 
a Startupbootcamp business accelerator, 
which is o� ering fi nance and o�  ce space 
in London. They are covering a range of 
markets – from garage doors to horses to 
injection moulding – which show some of 
the ways in which IoT could develop in the 
coming years.
Source: Electronics Weekly, July 2016

The internet of things - evaluating the 
interplay of interoperability, 
industry standards and related IP 
licensing approaches
For the IoT to achieve its potential for 
enhanced interoperability, the industry 
needs to adopt standards of licencing 
practices so that information generated 
by di� erent devices can be shared across 
platforms. This article looks at 
interoperability, and the challenges that 
arise when there is a proliferation of
interoperability standards. The writers 
describe the current major players in the 
development of IoT standards and analyse 
the di� erences between their proposed 
licencing models. 
By Stephanie Sharron, and Nikita Tuckett
Source: Licensing Journal, June/July 2016

The push for interoperability
The ZigBee Alliance is working towards 
interoperability of devices for wireless 
home and business systems. The writer 
of this article talks to vice presidents from 
ZigBee Alliance and Silicon Labs about 
how interoperability, particularly for home 
automation, is developing across the world. 

Nearly half of tech and business leaders 
believe the IoT is critical to their 
organisation’s growth, according to one 
survey. It found that reasons to implement 
IoT technology are innovation, operational 
e�  ciency, competitive reasons and 
revenue. None of those questioned with 
business roles said that IoT was not 
relevant to their businesses, but some of 
those with tech roles did make that claim.
By Pat Burke
Source: CIO Insight, June 2016 

Fast forward
The infl ux of intelligent technologies, such 
as the IoT, is expected to transform the 
personal transport and logistics 
industries in the UK over the coming years. 
Businesses will connect devices across 
a centralised cloud network, and share 
their mission-critical data. Intermodal 
and intelligent technologies will be able 
to create hypermodal systems that move 
goods, supply, and demand and the means 
of production. IoT will be able to address 
issues such as cars sitting idle most of the 
time, and increase vehicle utilisation. In 
designing smart cities, people must be put 
fi rst, or they won’t value the technology-
enabled cities. As interconnected transport 
systems have areas of vulnerabilities, the 
transport sector needs to ensure its cyber 
security is adequate. 
By Rachel Boagey
Source: Professional Engineering, June 
2016 

Turning up the heat on connected 
technology
For IoT devices to gain acceptance and not 
just be a fad, they needs to o� er 
solutions to customer problems and 
respect data rights, according to this 
article. The article looks at various 
companies that are o� ering connected 

devices, and what they see as the 
customer benefi ts and challenges. The 
article discusses the di� erence between 
passive and active devices, such as Nest 
and fi tness trackers respectively. Making 
sure that you are responding to a real need 
in the fi rst place is the key to avoiding 
customer enthusiasm diminishing over 
time, according to one interviewee. 
By Morag Cuddeford-Jones
Source: Marketing Week, February 2016

Internet of things could be next talent 
management thing
The IoT could change the way that 
organisations manage their workforces. 
Smart technology could be used in a 
variety of ways in the workplace: for 
delivering e� ective training; for wellness 
initiatives; to assign tasks to the nearest 
service reps; or track the productivity of 
workers in the fi eld. This doesn’t mean 
that workers’ every movement should 
be tracked; there is a fi ne line between 
enhancement and stalking, points out an 
interviewee. There should fi rst be a 
business case for using IoT that aligns with 
specifi c goals, and then you can think about 
employing the technology to deliver it.
By Sarah Fister Gale
Source: Workforce, August 2016

How the internet of things is improving 
lives in developing countries
Engineering projects using IoT technology 
is progressing in interesting ways in 
developing countries, and this 
article describes some of them. Projects 
described include: checking the 
temperature of vaccines being transported 
in India through the upload of data to the 
cloud; remote monitoring of solar home 
systems in Kenya via networked devices, 
and the Indian Ocean Tsunami Warning 
System, which uses kinetic sensors for 

ETHICS IN IT
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privacy practices. Vulnerabilities in 
connected devices compromise security, 
and it is often not clear to consumers how 
data that is collected will be used. There is 
still time to build solutions to the 
privacy issues that come with the internet 
of things but time is running out.
By Jamie Lee Williams, Electronic Frontier 
Foundation
Source: Human Rights, 2016

Security in the internet of things era
One draw for companies o� ering IoT 
products is that the data can enrich their 
customer relationship management (CRM) 
systems. In the rush to dive in, not all 
companies are properly securing their 
devices. One piece of research found that 
only one out of 10 smart devices on the 
market was properly secured. Damage 
from hacking can irreparably damage a 
product’s reputation. Building trust on how 
data is going to be used is also important. 
Disney is given as an example of how a 
company is using a smart product – the 
Magic Band – to enhance customer 
experience in a very transparent way.
By Oren Smilansky
Source: CRM Magazine, September 2016 

What the experts say:

OVUM
CIO Advisory: Establishing a foundation 
for successful IoT adoption
The term internet of things (IoT) 
continues to evolve into many di� erent 
things for many di� erent organisations 
and use cases. The challenge for CIOs and 
related senior leaders is not adopting IoT, 
but instead establishing an ‘IoT-ready’ 
approach with regard to existing 
architecture, governance, and support 

devices lead to increased vulnerabilities 
which can be exploited. Software bugs for 
IoT devices are hard to correct and use a 
patchwork of legacy systems. The IoT also 
raises privacy concerns as 
manufacturers will be able to increasingly 
track and monitor what consumers are 
doing via IoT devices. While this data could 
be anonymised, it is di�  cult to achieve this 
in an IoT environment, according to this 
writer. 
By Katherine Britton
Source: Journal of Internet Law, April 2016

Internet of things security problem just 
keeps getting bigger
Security researcher Dan Tentler has 
repeatedly warned about the lack of 
security on webcams, yet recent reports 
on webcams show that there has been 
little progress in securing connected 
devices as we move into 2016. As more 
devices are expected to quickly become 
connected to the internet, the security 
problem is set to worsen, as they are not 
expected to be properly secured. The 
problem will only improve if 
manufacturers and users take 
responsibility to make sure these devices 
are secure.
By Robert Lemos
Source: eWeek, January 2016

Privacy in the age of the internet of 
things
Increasingly everyday items have built-in 
sensors to collect data about their users 
and the environments. This has 
implications for personal privacy, security 
and for pervasive government 
surveillance. Our smart and connected 
devices will take us into a future of infi nite 
data. There is however, currently no legal 
framework demanding good security and 

They say that there are still too many 
competing alliance and application layer 
platforms, creating a fragmented 
environment for consumers and suppliers. 
Standards are of particular help to 
specialised companies, which may, for 
example, just produce door locks or 
thermostats. The ZigBee Alliance says it 
is working with other alliances focused 
on bringing themselves all together as a 
single IoT.
By Pickett, Leah, Appliance Design
Source: Appliance Design, February 2016

The internet of things has arrived, let the 
games begin
The article looks at seven ways that the IoT 
will a� ect the computing landscape, based 
on interviews with Druva executives. The 
IoT will a� ect consumers, industry and 
even government. Many of these organisa-
tions don’t realise they have become big 
data companies that need to understand 
trust and security. 

Major structural issues about 
information governance need to be 
addressed. IoT solutions need to protect 
customers’ sensitive information and 
personal data. IoT is employing Edge 
and cloud computing, which means it 
needs data management and protection 
strategies for both. Global deduplication 
is proving invaluable, decreasing the need 
for bandwidth. IoT data classifi cation will 
streamline data management.
By Darryl K. Taft
Source: eWeek, June 2016 

Handling privacy and security in the 
internet of things
The competing technologies involved in the 
IoT, and their security and privacy risks to 
consumers, are the focus of this article. 
The complexities involved with connected 
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Article: gearing up for the internet of 
things
IoT initiatives will move forward, and IT 
professionals need to be prepared for their 
challenges. They should be taking steps to 
prepare now. They should form IoT 
solutions teams to deal with the problems 
of integrating edge devices into the IoT 
solution. To deal with security issues, the 
writer says that trust needs to be built into 
the IoT system end-to-end. IoT solutions 
will also require IT organisations to work in 
new ways with their colleagues in 
business units.
April 28, 2016 
Contributor: Christy Pettey

Webinar: Internet of things: The 
foundation of the digital business
The IoT is the heart of the digital business. 
It is the marriage of operational and 
information technology necessary to create 
a business advantage. This webinar covers 
what IoT is, and which are the major 
vendors. It o� ers practical advice on how 
to build IoT solutions and describes what 
an IoT reference architecture looks like.

Report: Measuring the strategic value of 
the internet of things for industries
The IoT creates opportunities for 
innovation, value chain enhancement and 
transformation. Identifying IoT use cases 
across a range of industries and 
measuring strategic value help CIOs 
identify what to pursue and avoid wasting 
resources on deployments with 
limited value.  
By Chet Geschickter and Kristin R. Moyer, 
April 2016

models. This piece list the points that, in 
Ovum’s view, CIOs and their strategy and 
architecture teams must consider prior to 
adopting IoT.
By Spencer Izard, October 2016

FORRESTER

Blog: Exploring the IoT attack surface 
Our research on the IoT attack surface 
gives a realistic, but not sensationalised, 
view of how enterprises need to think 
about IoT. Three factors motivated our 
research for this topic: attacks on IoT will 
transcend the digital-physical divide; the 
sheer scale of IoT will challenge security 
teams; and IoT devices collect massive 
amounts of data. We started by 
interviewing prominent security 
researchers that spend their days 
thinking about how to attack IoT devices 
and systems. We explored the 
ramifi cations of an attack, and examined 
existing security practices to understand 
what works and what doesn’t when 
defending IoT devices. 
By Je�  Pollard, October 2016

Blog: Mobile edge computing will be 
critical for internet-of-things and 
distributed computing 
Most IoT assets will be connected via 
mobile infrastructure, and cloud services 
are central to many IoT initiatives to 
deliver real-time and context-based 
services. However, data transmission 
costs and the latency limitations of mobile 
connectivity pose challenges to many of 
these IoT installations that rely on
cloud computing. 

Mobile edge computing (MEC) is an 
important technology that enables 
businesses to deliver real-time and 
context-based mobile moments to users of 

IoT solutions, while managing the cost base 
for mobile infrastructure. MEC gives 
application developers and business 
leaders access to cloud computing 
capabilities and a cloud service 
environment that’s closer to their 
actual users.
By Dan Bieler, June 2016

Report: Mobilise the internet of things
The internet of things (IoT) helps produce 
business benefi ts through the extraction 
of insights from connected objects and the 
delivery of feature-rich connected 
products. IoT forces the CIO to acquaint 
themselves with the implications of 
mobility in the IoT context for 
connectivity, security, compliance with 
privacy and other regulations, and data 
management for mobility. This report 
provides advice and insights for CIOs to 
anticipate mobile particularities in the 
context of planning for and implementing 
IoT solutions.
By Dan Bieler, May 2016

Secure IoT as it advances through 
maturity phases
The internet of things is not a future trend; 
it is here today, and the risk of attack is 
real. IoT exploits are reported occurring 
with increasing frequency, creating a state 
of concern for enterprises and consumers 
alike. This report analyses the attributes of 
IoT risk by industry. 

The framework provided helps 
enterprise security and risk professionals 
predict when the products they are building 
or the technologies they use will likely 
become targets of attack.
By Tyler Shields and Michele Pelino, 
January 2016
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